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pi1(〈z1, z2〉) = z1
pi2(〈z1, z2〉) = z2
dec(enc(z1, z2, z3), z2) = z1
deca(enca(z1,pub(z2), z3),priv(z2)) = z1
check(z1, sign(z1,priv(z2)),pub(z2)) = ok










































v = u[rθ]p ­
W3XU[§]zklZ|5rs}













































































































































   	 4"4'	
1







νn˜.σ ` t1 · · · νn˜.σ ` tr
νn˜.σ ` f(t1, . . . , tr)
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(dec(x, z) = pi1(y))ϕ1
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(pi2(dec(x, k)) = n
′)ψ2(k)
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t′|q = enc(m, t, r)
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(M = n1) ­
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t = vσ
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ϕ = νn˜.σ












































































u1, . . . , uk
xsu¥
v1, . . . , vl
]zt¥qyX¬d{X¥xOd
uσ(M/s)→ u1 → . . .→ uk
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ϕ′ ` w ­ -
u@¥xO{d{vwqt¥}~xs
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νx.{M/x} ≡ 0   










































ϕ(A) ≡ ϕ(B) ­
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c〈x〉.P | c(x).Q→ P | Q ﬀﬁ
if M = M then P else Q→ P ﬂﬃ











































A ≡ B B
α














bv(α) ∩ fv(B) = bn(α) ∩ fn(B) = ∅ ­
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ϕ(A) ≈ ϕ(B) 









































ϕ = νn˜.σ ­
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bn(P ) ∩ (fn(M) ∪ fn(M ′)) = ∅
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{n˜} ⊆ bn(P )
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σi = σi−1 ∪ {
miθiσi−1/yi}
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1 ≤ i ≤ k
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A⇒ B : A,Na
B ⇒ S : B, {A,Na, Nb}Kbs
S ⇒ A : {B,Kab, Na, Nb}Kas , {A,Kab}Kbs
























PA = νna.c〈a, na〉.c(za).[b = ub].[na = una ].c〈pi2(za)〉





PS(x) = c(zs).νrs, r
′




ub = pi1(dec(pi1(za), kas)) una = pi1(pi2(pi2(dec(pi1(za), kas))))




Mo(PY ) = {〈a, na〉, za, pi2(za), 〈b, enc(〈pi1(zb), 〈pi2(zb), nb〉〉, kbs, rb)〉, z
′
b,
enc(〈pi1(zs), 〈x, vn〉〉, kas, rs), enc(〈va, x〉, kbs, r′s)}
xsu¥
Mt(PY ) = {b, ub, na, una , a, pi1(dec(z
′
b, kbs))}.























P1 ≡ νk, r, r
′.(νz.({enc(s,k,r)/z} | c〈z〉 | c(z).c〈enc(a,dec(z, k), r
′)〉))





















































[〈M1,M2〉 = N ]
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¸LxOu¥













































r ∈ n˜ ­
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t′|q = enc(m, k, r) 
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P3 → νk, r.({















P4 = νk, r, r1, r2.(c〈enc(s, k, r)〉 | c〈enc(enc(a, k′, r2), k, r1)〉
| c(z).[dec(dec(z, k), k′) = a].c〈ok〉)
→ P ′4 = νk, r, r1, r2.({
enc(s,k,r)/z} | c〈enc(enc(a, k
′, r2), k, r1)〉 | [dec(s, k
′) = a].c〈ok〉)
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fep : T × N∗+ ↪→ T × N
∗
+













































pair2(M,N) = 〈N,M〉 ­ 
[Id
v′ = u|q ­ v
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E0(P ) = {fe(m[x]p, p) | m ∈Mo(P ) ∧ m|p = s}.
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fdp : T × N
∗
+ ↪→ T × N
∗
+


























fdp(u, p) =⊥ ­
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Do(P ) = {fd(m, p) | m ∈Mo(P ) ∧ p ∈ Posv(m)}
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e(e)↓ = x ­$¼
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e1 = enc(〈z1, 〈x, z2〉〉, kas)
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e1 = pi1(pi2(dec(z, kas))) ­
º
[m[¤¥u¥[
Ei(P ) = {u | ∃e ∈ Ei(P ), u ≤st e
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∃q ∈ Pos(u), hu|q = dec}




­ fep(m, p) = (m
′, p′),
fdp(m
′, p′′) = (d, q), p = p′.p′′,
xOu¥
d1 ∈ E i(P )}
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E0(PY ) = {pi1(pi2(dec(z, kas))), pi2(dec(z, kas)),dec(z, kas), pi2(dec(z, kbs)),dec(z, kbs)}
E1(PY ) = {enc(〈z1, 〈z1.2, x〉〉, kas)}
E1(PY ) = {pi2(pi2(dec(z, kas))), pi2(dec(z, kas)),dec(z, kas)}
xsu¥
Ei(PY ) = ∅
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Mst (P ) = {M ∈Mt(P ) | p ∈ Posv(M)
xOu¥
d = fdp(M,p) 6=⊥
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Mst (PY ) = {pi1(pi2(pi2(dec(pi1(za), kas))))} ­
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P (M/s) ≈l P (M
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ϕ = ν(n˜ ] {s}).σ
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νn˜.σ =
νn˜.{tj | 1 ≤ j ≤ k}
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vσ|p 6= s ­
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py · q = py′ · q
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t = u|p ­º
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′ = uσ′[yσ′]p = uσ[rθ0]p ­
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M/s] = rθ ­
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v′σ′(M/s) = uσ(
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y ∈ dom(σ) ­
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A ≡ B
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{n˜} ⊆ bn(P )
 $4J ﬁ1*













 /     ﬀ4" T ' 	ﬂﬁ * &" T'   #
M = M0θσk
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σi = σi−1 ∪ {miθiσi−1/yi}
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i ∈
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Q′ = Q ­
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ϕ = ν(n˜ ] {s}).σ
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ϕ = νn˜.σ





























vσ|p 6= s ­
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py ≤ p ­ 
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m′ = y′σ ­
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p = py′ .q
′. sf(p′, q)
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s ∈ n˜
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s ∈ n˜
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uσ(M/s) → v
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ϕ′ = νn˜.σ′
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 dom(σ) ⊆ dom(σ′)
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p ∈ Posnv(u) ­
elr\}~[d
t = u|p ­º
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σ′ = σ ∪ {rθ0/y}
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′ = uσ′[yσ′]|p = uσ[rθ0]p ­
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M/s) = rθ ­
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v′σ′(M/s) = uσ(
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nfp(u, p) = pk
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pi = nfp1(u, pi−1, qi)
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1 ≤ i ≤ k
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nfp−1(u, p) = p′
v #
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νn˜.σ =
νn˜.{tj | 1 ≤ j ≤ k}
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j = 1 ­Sº
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l ≥ 0 ­ -
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u, v, k, k′, n
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dec(u, k) = tj |pdec
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k = k′ ­º
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dec(u, k) →∗ dec(enc(v, k, n), k) →∗ v↓ ­
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d1 ≤st e ­
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(m′, p′enc) = fep(mj , pz) ­
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fe(tj , ps) →
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tz = zθσ(s)↓ ­º
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fd(T, pz) = d1(. . . dk)
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e = enc(u, k, r) ­
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P (M/s) ≈l P (
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A′0(s) = C(s)[Q(s)|R(s)] ­º
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T ′(s) = T ′0θσ(s)
xOu
T ′′(s) = T ′′0 θσ(s)
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  α = c(T ) ­
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  α = c〈u〉 ­
emtUU5r/]{[
A0(M) ≡ C(M)[c〈u〉.Q(M)] ­
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A′0(s) = C(s)[Q(s)] ­
NONQPRTS1U1V1W
/   	 4"4'	
1
	!4  5"1	  	 '








A′0(s) = C(s)[A1(s)] ­
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a, b, c = 〈〈a, b〉, c〉 ­

"%$  J
 )+$,&/ 4* 1 I
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	H ' .* 1 * 1/+1 
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A⇒ S : A,B,Na
S ⇒ A : {Na, B,Kab, {Kab, A}Kbs}Kas






A = νna.c〈a, b, na〉.c(za).[pi1(dec(za, kas)) = na].
[pi1(pi2(dec(za, kas))) = b].c〈pi2(pi2(pi2(dec(za, kas))))〉
S(x) = c(zs).νr, r
′.c〈enc(〈pi2(pi2(zs)), pi1(pi2(zs)), kab,





















pi1(dec(za, kas)) = na














Do = {pi2(pi2(pi2(dec(z, kas))))}
E0 = {enc(〈z1, 〈z2, 〈x, z3〉〉〉, kas, r), enc(〈x, z4〉, kbs, r
′)}
max E0 = {pi1(pi2(pi2(dec(z, kas)))), pi1(dec(z, kbs))}
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A⇒ B : Na
B ⇒ S : {Na, A,Kab}Kbs






A = νna.c〈na〉.c(za).[pi1(dec(za, kas)) = na]
B(x) = c(zb).νr.c〈enc(〈zb, a, x〉, kbs, r)〉
S = c(zs).[pi1(pi2(dec(zs, kbs))) = a].














enc(〈zb, a, kab〉, kbs, r)
enc(〈pi1(dec(zs, kbs)), b,
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W3XU[bdo[p]zdo]xOo[ {
pi1(dec(za, kas)) = na
pi1(pi2(dec(zs, kbs))) = a
}
Do = {pi1(dec(z, kbs)), pi2(pi2(dec(z, kbs)))}
E0 = {enc(〈z1, 〈z2, x〉, kbs, r)〉}
max E0 = {pi2(pi2(dec(z, kbs)))}
E1 = {enc(〈z1, 〈z2, x〉, kas, r)〉}
max E1 = {pi2(pi2(dec(z, kas)))}
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